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Redistribution without security! 
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When sensitive documents 

leave  protected  
storage and networks, 
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 to maintain: 
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Usage of PKI 

Digital 
Signatures 

Two-factor 
Authentication 

Content 
Encryption ? 

PKI for content 
encryption has 

been challenging 
to effectively  
implement  

and use 

https://www.dco.dod.mil/public/dsp/dco_login.cfm
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Protecting the container vs. the content 
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With traditional enveloped 
encryption, like S/MIME, PGP, or 

ZIP, the container is decrypted to 
produce the contents.  You can’t 

protect where the decrypted 
contents subsequently go. 

 

With internal document cryptography, 
there are no unprotected copies.  The 

encryption is inside the file format 
itself.  Wherever the document goes, it 

stays protected. 
 

Certified 
Documents 

& 
Rights 

Management 



www.gpo.gov 

Certified Documents 
 

PKI signature applied by 
publisher gives recipients 

added assurances of 
authenticity and integrity, 
independent of storage 

and distribution 
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Certified Transcripts (digitally signed PDFs) 

Reference: http://www.avowsystems.com/clients.php 

Schools are using PKI to 
persistently protect the 
authenticity, integrity, 

and privacy of electronic 
student transcripts 

http://www.avowsystems.com/clients.php


Not only can PKI 
signatures be persistent 

and stick to the content –  
 

Encryption can too. 
 

And work together 
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Should you use PKI for persistent encryption?  It is possible… 

1. Configure an LDAP directory 
to look up public key certs 

2. Specify certificate encryption 

3. Search for recipients 
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PKI encrypting documents 

 Document remains persistently protected 

 Independent of subsequent storage/transport 

 

 Requires authorized CAC/PIV + PIN to open every time 

 Unauthorized users cannot view 

 

 Can encrypt a single document instance to multiple recipients 

 The doc’s symmetric key encrypted to each recipient’s public key  

 

 Each recipient can have different permissions 

 Print, modify, clipboard controls of protected content 
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Remaining challenges with only standalone PKI encryption of documents 

 Need to add more recipients? … Republish 

 

 Want to change the permissions? … Republish 

 

 Want to expire , revoke, or version control the document itself? … N/A 

 

 Want to audit who is accessing, or who is trying to access docs? … N/A 

 

 Want to dynamically watermark documents for printing? … N/A 

 

 Want to support multiple file types with one encryption system? … N/A 

 

 What about key management? … Key management is required and critical 

 

 Have a lot of authorized users?  Especially with role based access? Or ties to 
a portal like SharePoint?  Or a DLP systems? … That’s complicated! 
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Frustrated with  
these limitations? 
There is a solution! 

(Rights Management) 
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A better approach – Enterprise Rights Management 

 User adds protection by picking an access 
“policy” from a key management server.  

 The policy defines users and groups with 
role based access to content 

 Document does not touch the key server;  
you still control where it is stored and  
how it is distributed. 

 

 

 Resulting document is protected: 

 Always stays encrypted when distributed, 
even after authorized users open it. 

 Integrated with desktop apps for multiple file 
formats. 

 Documents can be protected individually, 
in bulk, and via automated process, 
including DLP and portals. 
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Keys 
Apply 
Policy 

Document still protected 
independent of storage and transport 

Secure viewing 

ACL 
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Rights Management with Enterprise Integration and PKI 

 Server grants access to symmetric keys (AES256) 
after validating user identity and authorization. 

 This can tie into existing enterprise systems like 
ActiveDirectory or LDAP, PKI certificates  
(e.g., CAC or PIV cards), or single sign-on. 

 

 

 

 

 

 

 Document protection can also be integrated into 
content repositories, e.g. SharePoint 
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LDAP,AD 
PKI, SSO 

DIR Keys 

Secure  
viewing 

AuthN AuthZ 

Note:  
PKI is 

optional 
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Authenticating and authorizing external users with PKI 
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Keys 

Publishing Organization Recipient Organization 

List of Trust Anchors 
Root CA 2 

Common Policy 
Etc. 

Secure  
viewing 

Revocation checking 

Issuing CA 
Policy ACL Definition 

*@agency1.mil 
*@agency2.gov 

Etc. 

Information 
Sharing 
Portal 

PKI is used  
for authentication 
and authorization 

 

Federal PKI supports 
natural federation for 

authentication and 
authorization – providing 
more secure information 
sharing across agencies 

with rights management. 
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Securing data in the cloud 
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Public/Private 
Clouds 

A) Storage / Portals 

Keys 

B) Rights Management Server 

DIR 

Recipient: 
Secure viewing 

Enterprise 
Integration 

Keys and 
documents are 

separated 

No unencrypted 
info in cloud 

Publisher: 
 Encrypts 

Audit 

CA 

Client 
actions 

Deployment options 
 

1. A & B on prem 
2. A in cloud 
3. B in cloud 
4. A and B in  

separate clouds 
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Continuous monitoring with detective controls 

 Because access requests go through the 
server, it can provide additional functions: 

 Track (audit) access, printing, modifying, etc. 

 Limit functional access (e.g., printing) 

 Expiration or revocation of access 

 These controls can change at any time, 
regardless of where protected documents 
live. 

 

 Client provides: 

 Online and “Offline” access to documents 

 Add watermarks to the document 
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Audit 
Records 

Open, Print, 
Access denied 
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Detailed usage analytics – users and content 

When and where are  
documents opening? 

Who is opening the most? 
What docs are the most popular? 
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Continuous monitoring for usage anomalies 

User Avg Opens Today Yesterday 

Alice 15 17 12 

Bob 23 24 23 

Chris 7 7 6 

Mallory 17 50 19 

Group Avg User Prints Today Yesterday 

8 Alice 8 6 

Bob 12 14 

Chris 3 4 

Mallory 35 10 

Alert: User Mallory exceeds their average daily opens 

Alert: User Mallory exceeds their group’s average daily prints 

Discovering users who view and/or print unusual numbers of documents 
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Sounds great, but how complicated is it to use? 



® 
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Author experience 
(only two clicks!) 



® 

Copyright 2011 Adobe Systems Incorporated.  All rights reserved.. 21 

Recipient experience 
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Accidentally or maliciously 
received content,  

but no access to view 



® 
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Applies to forms, too 



® 
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Supports multiple 
native formats 



® 
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Protecting documents on mobile devices 

 Rights management capability in development 
for mobile devices 
 

 With documents encrypted at document layer, 
“jailbreaking” a lost/stolen phone does not 
expose any sensitive information 
 

 Documents can also be revoked, with no 
further access to decryption key 
 

 Audit log of attempted access is also useful 
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Summary 

 PKI is really good for 

 Digital signatures / certified documents 

 Authentication & authorization 

 

 Standalone PKI is challenging for 

 Asymmetric encryption 

 

 PKI with Rights Management offers 

 Persistent symmetric encryption with PKI authentication and authorization 

 Dynamic control 

 Continuous monitoring 
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Thank you! 
 

John Landwehr 
(202)64ADOBE 


